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The evolution to an IP-based NGN

* Key functional attributes of an NGN

* From a policymaker’s perspective, what changes with the
migration to an IP-based NGN?

Lower layers: Implications of the migration to NGN for access
Middle layers: Implications of the migration to NGN for
interconnection
Upper layers:

* Application interconnection

* Access to emergency services
* Lawful intercept

* Future challenges at the boundary between media law and
telecommunications law

- Conclusions
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* Physical Layer — the transmission facilities.

- Data Link Layer — the logical management of physical transmission
facilities.

* Network Layer — forwarding and routing (Internet Protocol, or IP).

» Transport Layer — provides applications with datagram (UDP) or
virtual circuit (TCP) services, as needed.

« Application Layer — provides services to the user.
- Web

Email

VolP

IPTV

Peer-to-peer file sharing
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Personal Computer
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Data Link
+ Physical

Today, your broadband connection can support any combination of voice,
video and data — provided that it is fast enough.
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* How does the migration to NGN change things:
- For the network operator?
- In terms of public policy and regulation?
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* There are three primary reasons for regulation of electronic
communications, all related to market failure:

- Addressing distortions of competition, especially those caused by
some form of market power.

- Addressing social needs that the free market might not, typically

because the social value exceeds the private value to parties that
might otherwise invest.

- Allocating scarce resources that are unique to each country.

« The move to NGN raises issues in all three areas.
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In the value chain by which services are delivered to end-users.

In the ability of different service providers (not all of whom are network
operators) to compete with one another for the same services.
Distinctions of cable versus telecommunications, fixed versus mobile,
wired versus wireless all become less relevant.

In the speed and the character of network access, and thus in the
ability to offer bandwidth-hungry services (e.g. video).

In the ease with which certain public needs can be satisfied.
- Access to emergency services.
- Lawful intercept.

In the ability of end-users (or software developers on their behalf) to
create new capabilities in the end-user’s device (PC), often without the
active involvement of the network operator.
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* The use of Internet Protocol enables any application, or combination of
applications, to be delivered over “any” transmission medium (or over a
path containing any combination of transmission media).

- Data services
- Voice (VoIP)
- Video (IPTV)

» This decouples, for the first time, the service from the network.

* The decoupling is not absolute. The transmission medium must provide
suitable characteristics in terms of performance, loss, and other aspects of
Quality of Service.

+ Some transmission media are particularly appropriate for certain jobs.

- Cable and PON are especially well suited to delivering the same video
streams simultaneously to multiple destinations (point-to-multipoint).

- Mobile solutions may be less suitable than wired for high bandwidth.
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» Bundling: a single network operator / service provider can offer
voice, video and data to their customers (triple play).
- Economies of scope for the service provider.
- These economies are typically reflected in discounts to the
consumer.
- Higher effective switching costs for the consumer.

* Independent third party service providers: service providers (e.g.
SIPgate, Skype and Vonage for VoIP) offer a service over the
customer’s broadband service.

- In the distant past, the telephone network operator provided
the voice service.

- Today, an independent service provider can offer voice or
video services without operating a network of its own.
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 This transition signals large changes in the character of competition
for end-user customers going forward.

- One model: telecommunication network operators compete
with cable operators for the complete triple play business of
the end-user. This could be said to be the primary U.S. model.

- Another model: third party service providers compete with
network operators for one or two services by offering price-
performance advantages or superior features or service.
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The ability of service providers to deliver services (e.g. voice, video)
to the user is critically dependent on the underlying network. The
service is decoupled from the network, but the markets are
vertically related.

In Europe, these markets are likely to be reasonably competitive. In
some other parts of the world, last mile network operators often
possess market power that is not fully addressed by regulation.

Where a firm operates in two vertically related markets and has
market power in only one of them, the firm may be motivated to
project its market power into the market that would otherwise be
competitive. Economists refer to this as foreclosure.

It is concerns over possible foreclosure that motivate a debate in
the U.S. over network neutrality.
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» The introduction of NGN has complex implications for the
development of competition. Will market power increase, remain
constant, or decrease overall?

- Decrease: IP-based NGNs will introduce new forms of
competition, by enabling new last mile access options and
decoupling network provision from competition for services.

- Remain constant: Unfortunately, the move to IP does not
necessarily eliminate traditional market power, including:

* Last mile market power
* Call termination monopoly

- Increase: The migration might, moreover, enable the
emergence of new competitive bottlenecks, especially at the
upper layers of the network.

* Which effects will predominate?

* How should policymakers respond?
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* Application interconnection
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* Future challenges at the boundary between media law and
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The number of Points of Interconnection for access could decline
considerably as NGN access is implemented.

Deployment of FTTC/VDSL effectively relocates the Point of
Interconnection from the Main Distribution Frame to the street
cabinet, making unbundled access potentially much more difficult
and costly.

FTTH involves complex building wiring issues.

FTTH also involves serious challenges in unbundling point-to-
multipoint PON solutions.

Unbundled access and shared access (but not necessarily
bitstream access) consequently face substantial challenges in a
VDSL and/or FTTB/H world.
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Comparison of existing BT voice and broadband networks with 21CN
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Source: Ofcom (2005), Next Generation Networks
Future arrangements for access and interconnection; Figure 1, page 11
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* New structure of BT's 21CN implies a flatter network with fewer
Points of Interconnection (Pol) for purposes of network access.
- Previously ~ 3,000 locations DSLAM access.
- Previously ~ 280 Digital Loop Exchange (DLE) sites for voice
access.

- In 21CN, interconnection was initially planned only at the metro
nodes, i.e. only at 100 — 120 sites.

* Questions had to be dealt with: Where should access be granted?
- Impact on competition?
- Risk of stranded investment by competitors?
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Massive deployment of VDSL.
- Current KPN network: 1350 MDFs.
- Future KPN network: 200 metro core locations.
- 28,000 cabinets before and after.

Many MDF locations would be sold in order to pay for the upgrades.

The Point of Interconnection (Pol) would necessarily move from the
MDF to the street cabinet.

OPTA had intended that KPN offer sub-loop unbundling to replace LLU.

Strong cost implications for competitive operators:

Large number of street cabinets to connect to.

Fewer customers per street cabinet.

Typically, only the incumbent has conduit to the street cabinet.
Serious challenges to this business model.
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+ Migration from switched fixed/mobile networks to NGN “marries” the
traditional telephone network with the Internet. Which rules prevail?

« Switched fixed and mobile networks — regulated arrangements.
- Regulation to address market power.

- Termination fees in the absence of regulation will tend to be
very high, for both large and small operators.

- Lack of interconnection implies a connectivity breakdown.

* Internet — peering arrangements are typically “Coasean”.

Peering: two providers exchange traffic only for their respective
customers, often (but not always) with no explicit charges.

Sharing of facilities costs for interconnection may be unequal.
In most countries, no regulation of peering.

Lack of interconnection usually does not imply a loss of
connectivity, but may have implications for costs.
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* Bulk of revenues comes from voice telephony

- However, voice represents a sharply declining percentage
of traffic

* Retail arrangements

Calling Party Pays (CPP)

* Traditional arrangement based on presumed cost causality and
presumed internalization of call externalities

Receiving (Mobile) Party Pays (RPP/MPP)

* Shared utilities from calls, receiver sovereignty

* | know of no true RPP system in the world today.

Flat rates: Calls included in monthly fees (bandwidth)

Banded flat rates (buckets of minutes): Non-linear prices

Wj ('4

co SULT “Fotonica, larga banda, NGN”, Fondzione Ugo Bordoni, Rome, 21 May 2008



 Calling Party's Network Pays (CPNP) wholesale arrangements

f@ Call placed Call received fz\

Retail
CPP
Payment

Terminating
Network

Originating
Network

Wholesale CPNP Payment

« An alternative (US and a few other countries) is to have negotiated
arrangements, often resulting in no charges (Bill and Keep).
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- Conditions for efficient (“Coasean”) negotiated arrangements for voice have
included (1) reciprocity and (2) capped x2F rates.

Table 1: Coasean arrangements: Backbone peering versus U.S. Bill and Keep

U.S. Mobile Operators

Backbone I1SPs

Obligation to
Interconnect

Applies to all carriers.

No regulatory obligations in most
countries. Some backbone I1SPs
adhere voluntarily to guidelines or to
principles of non-discrimination.

Constraints on fees
charged

Must by law be reciprocal (equal in
both directions).

Generally unconstrained.

Source:  wik-Consult
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* Peering
- Definition: a bilateral agreement between ISPs to carry traffic for
each other and for their respective customers. Peering does not
include the obligation to carry traffic to third parties.

- Symmetric
- Often “bill and keep”

* Transit

- Definition: The transit provider (the ISP) carries traffic for the
transit customer, but the transit customer is not under any
obligation to carry traffic for the transit provider. The transit
customer pays the provider, not the other way around.

- Asymmetric

- Transit customer pays

- Typically connects to entire Internet
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- Two peers and their respective transit customers

Upstream c D
Peering
Connection
B E
ISP
Transit Arrangements
A
Downstream ISP
. Interconnection Typical Nature of Typical Commercial
Parties
EE— Arrangement Agreement Arrangements
A-B Transit Bilateral Payment reflects capacity, and
B-C Transit Bilateral may reflect volume of traffic or
E_D Transit Bilateral near-peak traffic level.
o C-D Peering Bilateral Often done without payment
wik @
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* In an unregulated CPNP system, carriers will tend to establish very high
termination charge levels (the termination monopoly).

- Smaller operators will be motivated to set termination fees even
higher than large operators.

- The problem is addressed in the EU by regulating all rates.

« Several factors contribute to the termination monopoly.

- Since the charges are ultimately borne by another operator’s
customers, normal market forces do not adequately constrain them.

- Customers have little visibility into termination fees.

» Termination charges at the wholesale level have some interaction with
retail pricing arrangements.

- The termination fee generally sets a floor on the retail price.

- Where termination fees are high, they generally limit the
applicability of flat rate or “buckets of minutes” plans.
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Mobile Usage Responds to Unit Price
Merrill-Lynch Data 4Q2006, as quoted by the U.S. FCC 12th CMRS Report

United States
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Note: ML does not count on-net mobile in CPNP countries
thus under-counting about 20%.
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+ CPNP with high mobile termination rates tends to lead to:
Subsidies for mobile adoption, and thus rapid penetration.
High retail prices.

Exclusion of calls with high termination from flat rate plans.
Low usage.

+ Rapid penetration is beneficial (but needs no stimulus in the EU
today); the other aspects are harmful.

* There is only limited interaction between wholesale and retail
arrangements.
- CPNP with high termination rates practically mandates CPP
retail arrangements.
- Low or zero termination rates, however, place no constraints
on retail arrangements.
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* Optimal rates could depend in complicated ways on
- Costs

Network externalities

Call externalities

Calling habits (induced calling)

Institutional factors (CPP, RPP traditions; reciprocity)

Customer heterogeneity: Targeting of customers (e.g., ISPS)
Very hard to determine and will depend on circumstances
Very likely range: 0 < p* << LRAIC

 Prof. Littlechild describes determination of an optimal termination rate as
a Sisyphean task.

* Even if one cannot say that a particular rate is right, perhaps it is
possible to identify rates that are wrong?

k

[
WI i/
CONSUL

T “Fotonica, larga banda, NGN”, Fondzione Ugo Bordoni, Rome, 21 May 2008



* Mobile termination rates vary from one Member State to another,
but the average of € 0.1140 per minute is likely well in excess of
real average incremental cost.
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Large differences between on-net and off-net pricing suggest
that operators view their costs as being less than the
termination fee.

Service-based revenue per minute of use (which is a good
proxy for average price) in Europe is consistently 50% - 400%
higher than in the U.S, Singapore and Canada. The
differences are largely attributable to termination rates.
Service-based revenue per MoU in the U.S. is about € 0.03 per
minute. Cost is presumably less than price.

Cyprus prices termination at some € 0.02 per minute.

A WIK study found average incremental cost in Australia to be
between € 0.03 and € 0.04 per minute, depending on share.
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Network costs are driven by capacity requirements. In future
integrated IP-based networks, where voice may represent only a
small fraction of the traffic, total costs might have little to do with
minutes of voice use.

Traditional interconnection arrangements historically represented
an attempt to use wholesale payments (between network
operators) to correct for imbalanced retail payments (between
service providers).

To the extent that the network and service providers are different
firms, and to the extent that voice is only a small fraction of the cost
of the network, this system makes even less sense going forward
than it did in the past.
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General Applications

high

Audio
Streaming

Browsing,
Shopping,

low

Stringent Latency Requirements

Video
Telephony

Channel Surfing

Video
Streaming

low

high

Bandwidth Requirements

Stringent Latency Requirements

high

low

Gaming Applications

sports, racing, shooter

role-playing

low ] ) high
Bandwidth Requirements

- Real time bidirectional audio: stringent requirements

« Email: liberal requirements

- Streamed audio and video: fairly liberal requirements. (Channel surfing?)
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+ For voice, if delay exceeds about 150 milliseconds, both sides may
begin to speak at once.

* Not all video is delay-sensitive.

- For real-time videoconferencing, similar considerations apply
to delay; however, bandwidth requirements are far greater.

- For streamed video, if it is permissible to wait a second or two
at the outset, a jitter buffer can accommodate typical delays.

- Interconnection is not relevant to all video. Much video is
originated close to the end-user (within the end-user’'s own
network, in order to save transmission costs.

+ Certain interactive games may be highly delay-sensitive.

- Data applications tend to be less sensitive, but some (e.g.
web-browsing) are more delay-sensitive than others (e.g. e-mail).
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M/G/1 Queuing Delay (155 Mbps Link)
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“The Internet is not collapsing under the weight of streaming video...”
Source: Cisco (2007)
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+ “In spite of the widespread claims of continuing and even
accelerating growth rates, Internet traffic growth appears to be
decelerating. In the United States, there was a brief period of
‘Internet traffic doubling every 100 days’ back in 1995-96, but
already by 1997 growth subsided towards an approximate doubling
every year ..., and more recently even that growth rate has
declined towards 50-60% per year. ...Traffic growth rates of 50%
per year appear to only about offset technology advances, as
transmission capacity available for a given price steadily increases.”

« “[A]lthough service providers are pushing to throttle customer traffic,
an argument can be made that they should instead be encouraging
more traffic and new applications, to fill the growing capacity of
transmission links.”

Source: “Minnesota Internet Traffic Studies (MINTS)” at
http://www.dtc.umn.edu/mints/home.html.
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At a technical level, QoS is not fundamentally hard.
DiffServ is technically trivial.

MPLS in a single network is technically trivial.
Cross-provider MPLS is only marginally harder.

Even RSVP is not that hard. My former company, BBN, had
working production RSVP-compliant networks in 1995!

In terms of the basic economics, QoS is not fundamentally hard.

Differentiated QoS within a network is, in fact, commonplace.

Nonetheless, there is no significant roll-out of differentiated QoS
between networks.

»WHY NOT?
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* As we have seen, per-hop delay, even in a network with 90% load,
is about 1,000 times less than the 150 millisecond delay “budget”
for real-time bidirectional voice.

* IMPLICATION: Most of the time, and under normal conditions,
variable delay in the core of the network is unlikely to be perceptible
to the users of VolP or other delay-sensitive applications.

 FURTHER IMPLICATION: Consumers will not willingly pay a large
premium for a performance difference that they cannot perceive.

- Packet delay is more likely to be an issue:

For slower circuits at the edge of the network
For shared circuits (e.g. cable modem services)
When one or more circuits are saturated

When one or more components have failed

- When a force majeure incident has occurred
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Technical challenges, or economic challenges?

Revenues
- Limited customer willingness to pay a substantial premium.
- Limited benefits until widely deployed (network effects).

Costs
- Agreements needed with many peering partners.
- Economic transaction costs to negotiate each agreement.
- Measurement, management and dispute resolution challenges.

The business case is difficult to “prove in”.

Implies difficulties in getting past the initial adoption hump.
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* In the US, and to a lesser degree in Europe, there has been an
intense debate over network neutrality.

* Network neutrality has many different meanings. All relate to some
form of traffic or pricing discrimination that is felt to be unwarranted.

* The debate is closely linked to notions of differentiated Quality of
Service.

“The chief executive of AT&T, Edward Whitacre, told Business Week
last year that his company (then called SBC Communications)
wanted some way to charge major Internet concerns like Google
and Vonage for the bandwidth they use. "What they would like to do
IS use my pipes free, but | ain't going to let them do that because
we have spent this capital and we have to have a return on it," he
said.”

Wi k Ve NY Times, March 8, 2006
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*  Network neutrality will manifest differently in Europe than in the
U.S, because:
- The European broadband market has a richer competitive
structure than that of the U.S.
- The European regulatory framework, in conjunction with
European competition law, provides much more
comprehensive mechanisms for dealing with potential harms.

« The issue bears watching, but a major intervention does not
appear to be warranted in Europe.
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The evolution to an IP-based NGN

* Key functional attributes of an NGN
* From a policymaker’s perspective, what changes with the
migration to an IP-based NGN?
Lower layers: Implications of the migration to NGN for access

Middle layers: Implications of the migration to NGN for
interconnection
Upper layers:

* Application interconnection

* Access to emergency services

* Lawful intercept

* Future challenges at the boundary between media law and
telecommunications law

- Conclusions

wNim

co SULT “Fotonica, larga banda, NGN”, Fondzione Ugo Bordoni, Rome, 21 May 2008




+ Does IP interconnection equate to voice interconnection?

+ Different answers are emerging for IP-based service providers, fixed
incumbents, and mobile operators.

- Independent VolIP service providers, cable operators who offer VolP:
Interconnection arrangements based on VoIP peering are emerging.
This requires the ability to determine which service provider serves
which telephone numbers (e.g. by means of carrier ENUM).

- Fixed PSTN: As networks migrate to IP-based NGNs, IP peering
does not automatically imply the ability to use VoIP to connect to the
fixed incumbent’s voice services.

- Mobile PLMN: The GSM-A already provides an IP backbone for
interconnecting mobile operators, the GRX/IPX. All indications are
that connectivity to the mobile operator’s inherent voice service will
be available only to other mobile operators, and possibly to other
service providers who agree to equivalent conditions.
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« Evolution of GSM-A interconnection architecture from GRX to IPX

- Migration from basic peering model to QoS-oriented approach

- IPX internals will be on “public” IP addresses, but will not be
externally accessible.

- Key voice infrastructure, including carrier ENUM and SIP
servers, will thus be accessible only to MNOs or (possibly) to
firms that accept MNO pricing and quality arrangements.

* Advantage: “Hubbed” architecture potentially overcomes
transaction cost problems in getting QoS-capable services
launched. (Although the value of differentiated QoS is not proven.)

« Concern: “Hubbed” wholesale pricing could serve in effect to
reinforce current arrangements not only for wholesale pricing,
but also for retail pricing.
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Cascading QoS

« E2E SLA & Operational KPI's

— Money Flows Along the Value Chain
(Event Charging)

* No free peering
« Empowering all parties to secure SLA’s

MNO A $ $ $ MNO B
FNO/xSP A ° , , NO/xSP B

LA LA SLA

Copyright GSM Association
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IPX Interconnect Models

IPX
supports 3
different
types of
interconnect
model

Multilateral interworking,

or hubbing, is the

principle benefit of the
IPX. One contract many

partners.
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« Fixed incumbents, and even more so mobile operators, will likely
resist external IP interconnection to their inherent voice service,

except where charging arrangements mirror current arrangements.
Mobile operators in particular have considerable means to resist.

» Tentative conclusion: IP Interconnection # VolP Interconnection

* The same might conceivably prove to be true for some applications
other than voice.
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The social value of efficient and effective access to emergency
services is widely acknowledged.

This access comprises two distinct capabilities:

- Automatic connection to the most appropriate public safety
access point (PSAP) for ambulance, police and fire service.

- Ability of the public safety access point to determine the street
address of the caller with sufficient accuracy to enable the
dispatch of ambulance/fire/police.

The technology to meet these needs efficiently and reliably for
nomadic VoIP users does not yet exist (at least, not in all cases).

Standards efforts such as IETF ECRIT continue to make progress,
but there will likely always be problem cases.

Customer education is essential.
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* Interception of traffic in the case of IP-based services (e.g. VolP)
required substantial re-thinking of technical standards.

* Indications are that excellent progress has been made in this area.

- Deployment status is not altogether clear:

- Lawful intercept is a national, rather than a European, competence.

- There is not a great deal of publicly available data.

* In a recent survey, respondents indicated that their challenges were not
so much technical, but rather administrative — requirements were
substantially different from one Member State to the next.
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» European regulation is in principle technologically neutral.

* Nonetheless, the migration to NGN inevitably impacts regulation in
many ways:

Changes in the value chain from network operator to end-user.

Changes in the nature and degree of market power.

Changes in the cost of implementing certain functions (and
thus in the determination of whether they are proportionate).

New challenges raised by the technology.

» Regulatory responses are still in a preliminary state, and
appropriately so. Regulators should operate with caution during the
initial phases, while the shape of potential harms is not yet clear.
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